Data Sheet: Integrated Security

Symantec” Client Security

Proactively protects against blended threats through robust client protection,
centralised management, and ease of administration

Overview

Symantec™ Client Security helps keep enterprise client
systems safe by providing comprehensive and proactive
protection against blended threats, spyware, unauthorised
network access, and mass-mailer attacks, with virus and
vulnerability-based detection. Simplified management of
multiple, integrated security technologies allows
organisations to maintain control of client systems,
minimise productivity disruptions, and enhance client

security.

NEW! Optimised out-of-the-box firewall configurations
simplify configuration efforts while minimising the risk

of threats

NEW! Enhanced tamper protection guards against
unauthorised access and attacks, protecting users from

viruses that attempt to disable security measures

Backed by Symantec™ Security Response, the
world’s leading Internet security research and

support organisation

Key Benefits
 Integrated security technologies proactively protect
enterprise client systems from security risks and

network intrusions

e NEW! Enhanced protection from spyware and adware,

including:

- Real-time protection to reduce the risk of spyware

reaching the system
- Automatic removal for easy disposal of security risks

- Side-effect repair to clean up registry entries, files, and

browser settings after hard-to-find spyware infection

- Control over spyware settings via existing Symantec

AntiVirus™ Corporate Edition management interface

e NEW! Generic Exploit Blocking enhances intrusion
prevention capabilities, resulting in reduced time-to

protection after vulnerability announcements
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Additional Features

Centralised configuration, policy management, threshold
alerting, and logging capabilities ease the administrative
burden and offer a comprehensive view of the

enterprise-wide client security posture

Centralised network auditing enables system
administrators to identify which nodes are

unprotected and vulnerable to attack

Administrators can tailor firewall settings to meet

usability and organisational needs

Location awareness enables the client firewall to adjust
policies based on the system’s location, to ensure policy
enforcement regardless of how the system is connected

to the corporate network

LiveUpdate™ technology provides a single update
for antivirus, firewall, and intrusion prevention which
allows organisations to respond faster to complex

security outbreaks
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e Multiple security technologies interacting with one
another ensure a coordinated response to maximise

containment and recovery

e Installation and migration assistance includes
pre-configured deployment options and a software
uninstaller that helps minimise migration resources

and costs

System Requirements

Symantec Client Security 3.0

Microsoft’s Recommended System Requirements

for Memory and Processor are Implied.

SYMANTEC CLIENT SECURITY

e Windows 2000 Professional;

Windows XP Home/Professional/Tablet PC
115 MB of disk space

128 MB of RAM

Internet Explorer 5.5 SP2 or later

Intel Pentium processor at 150 MHz

(Pentium Il or higher recommended)

SYMANTEC ANTIVIRUS

» Windows 2000 Professional/Server/Advanced Server;
Windows XP Home/Professional/Tablet PC;
Windows Server 2003 Web/Standard/Enterprise
and Datacenter Editions

e 64 MB of disk space

¢ 55 MB of RAM

e Internet Explorer 5.5 SP2 or later

e Intel Pentium processor at 150 MHz

(Pentium Il or higher recommended)
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SYMANTEC ANTIVIRUS FOR 64-BIT WINDOWS CLIENTS
e Windows XP 64-Bit Edition Version 2003; Windows
Server 2003 Enterprise and Datacenter 64-Bit Editions

Internet Explorer 5.5 SP2 or later
AMD/64 or Intel EM64AT

70 MB of disk space

80 MB of RAM

SYMANTEC CLIENT SECURITY MANAGEMENT SERVER

» Windows 2000 Professional/Server/Advanced Server;
Windows XP Professional; Windows Server 2003
Web/Standard/Enterprise and Datacenter Editions

e 111 MB of disk space (65 MB of disk space for Symantec
AntiVirus Corporate Edition server files and 46 MB of
disk space for the client disk image)

e Optional installation of AMS2 Server
(requires 15 MB of disk space)

e 64 MB of RAM

¢ Internet Explorer 5.5 SP2 or later

e Intel Pentium processor at 150 MHz

(Pentium Il or higher recommended)

NOTE: Symantec AntiVirus Corporate Edition does not
support the scanning of Macintosh volumes on

Windows servers for Macintosh viruses.
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SYMANTEC CLIENT SECURITY
MANAGEMENT SERVER - NETWARE

NetWare 5.x SP8, 6 SP5, 6.5 SP2 or higher

15 MB of RAM (above standard NetWare RAM
requirements) for Symantec AntiVirus NLMs

116 MB of disk space (70 MB of disk space for
Symantec AntiVirus Corporate Edition server files and
46 MB of disk space for the Symantec AntiVirus
Corporate Edition client disk image)

Intel Pentium processor at 150 MHz

(Pentium Il or higher recommended)

SYMANTEC SYSTEM CENTER

Windows 2000 Professional/Server/Advanced Server;
Windows XP Professional; Windows Server 2003
Web/Standard/Enterprise and Datacenter Editions
Internet Explorer 5.5 SP2

Microsoft Management Console (MMC) 1.2.

If MMC is not already installed, you will need

3 MB of free disk space (10 MB during installation)
36 MB of disk space

32 MB of RAM

Intel Pentium processor at 150 MHz

(Pentium Il or higher recommended)

Additional requirements for Symantec System Center

shap-ins:

e Alert Management System Console: 10Mb
e Symantec AntiVirus Snap-in: 5Mb
e Symantec Client Firewall Snap-in: 1Mb
e AntiVirus Client Firewall Snap-in: 130Mb
e NT Client Install Tool: 2Mb
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QUARANTINE CONSOLE

* Windows 2000 Professional/Server/Advanced Server;
Windows XP Professional

¢ Internet Explorer 5.5 SP2

¢ Microsoft Management Console (MMC) 1.2.
If MMC is not already installed, you will need
3 MB of free disk space (10 MB during installation)

¢ 35 MB of disk space

e 64 MB of RAM

¢ Intel Pentium processor at 150 MHz

(Pentium Il or higher recommended)

QUARANTINE SERVER
e Windows XP Professional;
Windows 2000 Professional/Server/Advanced Server
e 128 MB RAM
e 40 MB available disk space
¢ Minimum swap file size of 250 MB
e 500 MB - 4 GB disk space recommended
for quarantined items

¢ Microsoft Internet Explorer 5.5 SP2 or later
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SYMANTEC CLIENT FIREWALL ADMINISTRATOR

e Windows 2000 Professional/Server/Advanced Server;
XP Professional; Server 2003 Web/Standard/Enterprise
and Datacenter Editions

e 130 MB of disk space

¢ 80 MB of RAM

NOTE: If you are running Windows XP, system disk space
usage will be increased if you have the System
Restore functionality enabled. Please consult your
Microsoft Operating System documentation on how

System Restore works.
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More information
Visit our Web site

http://enterprisesecurity.symantec.com

To speak with a Product Specialist
Symantec has operations in 35 countries. For specific
country offices, technical support and customer service

contact numbers, visit our Web site.

About Symantec

Symantec is the global leader in information security
providing a broad range of software, appliances and
services designed to help individuals, small and mid-sized
businesses, and large enterprises secure and manage their
IT infrastructure. Symantec’s Norton brand of products is
the worldwide leader in consumer security and problem-
solving solutions. Headquartered in Cupertino, Calif.,
Symantec has operations in more than 35 countries. More

information is available at www.symantec.com.

Symantec World Headquarters
20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
408 517 8000

800 721 3934
www.symantec.com

ASIA PACIFIC REGIONAL OFFICES

Australia: Tel: +61 2 8879 1000 Fax: +61 2 8879 1001
China: Tel: +86 10 8518 3338 Fax: +86 10 8518 6928
Hong Kong:  Tel: +852 2528 6206 Fax: +852 2526 2646
+91 22 2657 0658 Fax: +91 22 2657 0671
+82 2 3420 8600 Fax: +82 2 3452 1610
+603 2052 3500 Fax: +603 2052 3501
+64 9 375 4100 Fax: +64 9 375 4101
+65 6 239 2000 Fax: +65 6 239 2001
Taiwan: Tel: +886 2 8761 5800 Fax: +886 2 2742 2838
www.symantec.com

India: Tel:

Korea: Tel:

Malaysia: Tel:

New Zealand: Tel:

Singapore: Tel:
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